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1. Introduction

1.2 Purpose
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O EMOIM 2FAIES2 MEstA & ZEI-Ql STPA Supporting Tool 2 Controller
System 2 STAMP 7|t Z2 % FA 7|0l STPA O M REXCE 2M0| 232 F=
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Constraint Of = Z2}0i| 8§ & 5t= hazard 7t OFX[ 20 [index]2 ZE8tE|0] traceability & EEHE
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[Fig. 2| Control Loop
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1.4 Definitions, acronyms, and abbreviations

Name Definition
SW Software
STPA System Theoretic Process Analysis, /& &4 7|
Loss T2 MO gl = Us At
Hazard Loss ‘4ol 20l
Safety Constraint Loss 2l AL} Z0[7| et HMef =
Control Structure SW 2| SZH0f U0l 2X 7t L-ddt= &210] 2 component 7} OfH

Control Off RS0 £2t5}0f system 2 Control 1t Feedback

Process Model Control Action & Z2dd}= |0 23t HEESS =&
CA Controller 7t XS 3t= Control Action
Feedback Controlled Process O M Control Action & O|&st Z1t, Controlled

Process 2| &E| 2t 52 &

Context CA E M335t7| 2o 2ot EE
MCS Minimal Cut-Set
UCA Unsafe Control Action
UCA Type Providing causes Hazardous, Not Providing causes Hazardous,

Incorrect Timing/Order, Stopped Too Soon/Applied Too Long

NuSCR SCR(software cost reduction)O| A ZtZHEl data flow 7|Hto| M H
A 20

NuSRS e A 202 NuSCR & AH23I0 Nuclear Software
Requirements Specification 2 28 = JEE & Z2 1
As +ZE Rl AetCt.

-10-
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NuFTA Fault Tree analysis for NuSCR
LHC Loss, Hazard, (Safety)Constraint
CSE Control Structure Editor
PMM Process Model Maker
CT™M Context Table Maker
UT™M UCA Table Maker

1.5 References
I[EEE Std. 830-1998

TTA : STPA £ &8% ?[e 24 7I0|=

[1] Nancy G. Leveson, John P. Thomas, "STPA Handbook”, MIT, 2018

[2] Nancy G. Leveson, “SafeWare : System Safety and Computers”, Addison-Wesley, 1995

[3] Nancy G. Leveson, “Engineering a Safer World : Systems Thinking Applied to Safety”, MIT

Press, 2011

[4] Clifton A. Ericson, Il, "Hazard Analysis Techniques for System Safety”, Wiley, 2005

[5] Nancy G. Leveson, “An STPA Primer version1”, MIT, 2015

1.6 Overview
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2. Overall Description

2.2 Product Perspective

2.2.1  System Interfaces : System Architecture Diagram

Requirement

Loss
Hazard
Safety Constraint

KUtoKit

Control
Structure

P
LDSS; Hazard: Qutput Variable “N““LJ“'S”F“{“S”
L (Safety) Constraint

P
Control Structure ]

UCA

Editor NUFTA
[ Process Model ( Process Model ]
Maker
Process Model T
Context Table ) MCS
L Maker ;
Context Hazard©| index
g : ™\
UCA Table Maker
A "

Loss, Hazard, Safety Constraint(LHC) : User 7| =43t Loss 2} Hazard, Safety

Constraint & Y =5IH X}S 22 indexing 8t1 link & ¢

I
mot

2 XY

rot

Ct.

+>
£Q

Control Structure Editor(CSE) : User 7t Control Structure & 2% = U= editor

interface & X|StCE O I User += Control Action 1} Feedback 0 3{Edl= LHEE
fEob Zb2t d=et = UL}

Process Model Maker(PMM) : Control Structure L5 2| Controller Of| Process Model &

A

FABECEH B Ol NuSRS 28 E 742 Requirement 25 E XAtS2 2 M E|E= 20|

\J

|Z2O|Lt, User 7t B2 gt =& QO{0F otCt LEDH EQSICHH Control

Algorithm = &f-dgh = QIE & SIC}

-12-
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=Eo
==

Context Table Maker(CTM) : Process Model 28 E ZZEZl Context o oS

Context table & Z-g¢Ch O] I 25 §E2SS AHESt= 0| OfL|2t NuFTA & S3i

M

o FC|

ro

MCS E 7|8tez FES

/o

2ol Hyotes

rot

—_

UCA Table Maker(UTM) : Context Table 25 E EZZ% Context & 7|22 Z UCA
table & 24 3CE UCA table 2 Control Action It 4 7+X| 2| UCA type 22 O|E0{X

A 2t = oho e EHAOAM =E0HH Context 7t S O{ZHCL

Loss Hazard Constraint

Causes damage of ... L1 H1

2.2.2  User Interfaces
-~ Kuto-kit
ol mbly ©
@f et [ pvm [ cm | utm | @
®
O
T
'
.
hierarchy

@ Menu Bar: Z2NE

1.

File

New: {22 Z2HME M9
Open: EXoIEH Z=2HE E8|Z
Save: ¢iXff ZTEME K&

Save As: Piif Z2MEE CHE O|F2= XNt #ots ?IX0 MF

Ho

Help: Z213 At O &
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]

12|

ot

= U= AtO|EH}
Loss : Loss 2| &3, &2
Hazard : Hazard 2| &3, &t2|, loss 22| link to &
Safety Constraint : Safety Constraint 2| Y&, 22|, hazard 29| link to ¥ H
Mode Function

- Input 24=2| AI& indexing

- Hazard 2f Loss, Safety Constraint 2F Hazard AtO[2| link K|

® CSE Mode Button : CSE Mode XI¢l HE

1.

CSE Mode: LHC 2 EO|AM Loss, Hazard, Safety Constraint & 245t 2=l STPA
1 EHAE OrEl O] 20| 23 E|0f0F St= 2 E
Input
- Side Bar 0| A Eaot HZHE &4
_ Egﬁl?ﬂ Eﬂﬁifi olgq
Mode Function

- Input 2 HIE2Z Control Structure 248

@ PMM Mode Button : PMM Mode T1¢ HE

1.

PMM Mode: CSE Mode & &30 Control Structure € 1%l O|F0| {st=
Controller Of Process Model 2 F7tst= 2E
Input
- Process Model ‘440 223t NuSCR It (xml)
Mode Function

- Process Model 2 28 & &= Controller

i
r>—
a2
ro
dn
o
elis
H
ne
mjo
mo
<
muin
2
|1
2

Oh= Process Model A4

- AREAHZE A7 Controller £ A1E#SH0] HIAEE 22510 Process Model 47
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® CTM Mode Button : CTM Mode T ¢

2

1. CTM Mode: PMM Mode 7}X| %= context table 2

2. Input

- Context Table /40| 223t MCS I} (txt)
3. Mode Function

- g e vMesoes N

Table ZHd

® UTM Mode Button : UTM Mode ZI& HE

k=3
=

1. UTM Mode: CTM Mode 7tX| =3

S

UCA Table
hazard 22| link to &
Input

- CTM Mode Ol A A+

El Context Table 2| Context

Mode Function

UCA Table 24

@ Board: AFE&A} 2IE{H|O] A 2|0]OHR

2t

fot

Mode Of 3¢

rir

IBs &

il

e

ol

0
mjo
nkt
mjo

2ot

H

Side Bar : CSE 2EO|AMQ| 7|5 =3O HES0|

mjn

MY Al RS HEWE

- CSE Mode: Control Structure

Process, Control Action/Feedback)

=

=

- Control Structure 0| A Q| AZSHZE E0

C}.

MM

2.2.3 Hardware Interfaces
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2.2.5

2.2.6

2.2.7
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Software Interfaces

A.  NuSRS

Name : Nuclear Software Requirement Specification

Mnemonic : NuSRS

Specification Number : 1.0

Version Number : 2.0

Source : http://dslab.konkuk.ac.kr/Nuclear-Requirement/Nuclear-Requirement.htm
NuFTA

Name : NuSRS Fault Tree Analysis

Mnemonic : NuFTA

Specification Number : 1.0

Version Number : 2.0

Source : http://dslab.konkuk.ac.kr/Nuclear-Requirement/NuFTA.htm

Communications Interfaces

Memory Constraints

Operations

AH&XbE traceability & E&5t7| 5 Loss 2F Hazard, Hazard 2t Safety Constraint
AtOle] link & X8 4 ACL
A2 XM= CSE 0| A Control Structure & XfM8& 4= ULt

Control Structure Ol Al CA @t Feedback O] LI2=2 AtEXI7 &g &= ULt
NuSCR 2 Z’dEl Requirement Tt S 0|83 X[t Controller Off Process Model &

ol Sk A
2e 4

C}.

30

-16-
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- Process Model 2 AME2X7F Q9|2 FI7tE =& ULt

2= 282 7 UL

—-_

- =22 MCS LtYoM 23t RS =2 Context Table 2 Afdg 5= QULE.
- Context table 0| A 8| Context 7} hazardous $tX| O} IX| O} 2 S MEHS 4= QIC}H

- Hazardous SICHI EHEFSE Context & 7|HH2 2 UCA table 2 AHS2 2 &g o= UL}

- UCA Table Ol A{ UCA @} hazard AtO|2] link & XI8& == ULt

2.2.8 Site Adaptation Requirements

JDK : 8.0 or above
2.3 Product Functions

@ Open:xml BACE XNFE OIYZ 220 MY ZEMEE E22 = UCH

@ Save:.xml GACE XM FO|EH MY Z2HMEE XNEE 5= QUL

® Add Loss, Hazard, Constraint : LHC Side Bar Ol A Loss, Hazard, Constraint Off CH3} text &
3 gt3 0|8 222 X522 indexing 510 E|O|£S A AstCt.

@ Create Control Structure : Control Action 1t Feedback & 3 Bt ALEXIo| YHE S
Control Structure & 44 stCt.
Get NuSCR File : NuSCR 2 A&l requirement I} 2E 7t 2L},
Parse NuSCR File : NuSCR 2 ZEd=l requirement ItYS EAMsi0], 24 CH40| &=
Controller 2| CA 2 H2tEl variable & &L}

@ Create Process Model : &%l variable 2 0|83l Controller & Process Model &
g otet,

Select MCS : NUFTA & &3l FZ & MCS & R0/ A4S Mt

Create Context Table : 2=l MCS & 0|23l Context table 2 44 HC},

17-
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24

2.5

@ Create UCA Table : loss scenario & 4% &+ UEE MHE UCA TETZ S HESR

XSO 2 UCA table & M/dstCt

User Characteristics
STPA S| HE0| o= F&= X|40| U= user & EIUSZ Bt ALEAE 7[2H2Z STPA

ROl ChSH MEFE Q| X

[ LS I

IS
)
s0
K
o
(93]
=
mjn
>
oo
o
N
0
OF

STPA S| 4 CtA 11H & 4 A E

HMeleh LIHX| A HES g & Lotof otit 1 BHA 2l Z2 AFEARZE 2 loss 2F hazard,

Constraints

Mot 2

=~

o

2o st

i
i
rir

- NuSCR 2 EH &l sw
- Controller 7t EX{5}= System 0Of 2tst 240 & 4= QUCH

- HFEA 22 O|M 7|& &l function O] &M E X[AM ZEOAWES SESIEE i}
- EZZIOW RN AFEE|lE MCS £ NUFTA £ S8 ==& Z0|Ct

- NuUSRSQ} NUFTA = Z2 0 PR AZL|X| Yoo Z ALXIF HEZ XX O}

rok

FC}.

- NuSRS & &9l Process Model 2| =2 FE5I= A2 7|22 2 oL

2.6 Assumptions and dependencies

- SWE ABHLE jar iz YYEIL

- SWOIM It MF Al MEEE M2 xml S 7|22 =2 Bitt
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SRS

=AHZ

7| &€ LHC —» CSE - PMM — CTM — UTM

R
<H

2.7 Apportioning of requirements

34l

NuSCR 0|2[2| formal specification language & requirement 7t
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3. Specific Requirements

3.2 External Interfaces
3.21  User Interfaces
Input; 7| 2E/0r2 A 1
Output: 3t =

T BAIE[= U129 7|2 APO|=& X|FE0] o BEg = gl

3.2.2 HW Interfaces

323 SW Interfaces
3.2.3.1 Loss, Hazard, Constraint mode (LHC Mode)

Kuto-kit
File Help

CSE PMM CT™M UT™M Loss Hazard Constraint

Causes damage of ...

ver.3

L1 H1

- Input : Loss/Hazard/Constraint 2t 2457t link Y3 (7| 2=/0r

- Output : LHC Side Bar 0f input 0f| [}Z Table Ul &

-20-
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3.2.3.2 Control Structure Editor

File  Help

Mode (CSE Mode)

ver.3

- N N R
-JPMM"CTM"UTM|

Control Structure

«— — [0 (=]

cl

i IM

hierarchy

-J'/ Hazard U/ Constraint \L

Causes damage of ...

L1

H1

- Input : Controller/Controlled process/control action/feedback M& (7| 2 E/0tLA

22

- Output : board 0 Control Structure %4

3.2.3.3 Process Model Maker mode

File  Help

[ ) Ve o o\
| st [fpmm | cv | uv |

Process Model Attribute 1 :=true

Process Model Attribute 2 := true

-

f Hazard | Constraint

Causes damage of ...

H1

-21-
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- Input : Process model Off E 23t state, environment (NuSCR Lt It 1HES HH
AT OO = 7|EE )

- Output : board 0l input Off IH& UI &

3.2.3.4 Context Table Maker mode

Help

File

| CSE | PMM | S U™ | ' Hazard | Constraint |
CAl 1 1 Contextl v Causes damage of ... L1 H1
CA2 2 2 Context2 0

- Input : MCS T}, hazardous O & (OpR A Q&)

- Output : board 0f Context table 24 3 £3

222
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3.2.3.5 UCA Table Maker mode

File  Help

s e Y4 R
CSE PMM CTM Hazard Constraint
Control Action1 Causes damage of ... L1 H1

Control Action2

- Input : Context table Off {4 %! context 2| L{-& 1t hazardous O F(ALE X} L&

22), link to F|EE 3

- Output : board 0] UCA table 4 Sl =

3.2.3.6 Add external file mode

File Help

CSE ™M | UM Constraint

Hazard

Causes damage of ...

‘ NuSRS.xml 1 -
Awply

-23-
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- Input: NuSCR file (xml)

- Output: Process Model

Kuto-kit
File Help
CSE PMM CcTM utm Loss Hazard Constraint
Control Action  Cases No. Contexts

Causes damage of ... L1 H1

Add File
MCS.xml

Apply

Context Table
- Input: MCS file (.txt)

- Output: Context Table 2| context

3.24 Communications Interfaces

3.3 Classes
3.3.1  Main Screen
3.3.1.1 Attributes
- mode : X User 7t AMESILL U= Mode E 2|0|BtCt O|UIH2| Mode =
3.1.31~3135 0 M&&l 5 7tX| Mode & otLtE 2[0|gtCt.
3.3.1.2 Functions
- Select mode : User 7} {3tE= Mode 2 3tHO| MEtE| =& SHCH ALE 7hs ot

Mode 0= 3.1.3 SW interface 0| A& &l 2 E 5 7tX| 7} EX{ ot

-24-
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Create Project : StLIS| Z2HMEE W ddt= MAO|CE Z2HE L{OfA

Save Project : ¥Xf AtEStL RUsE ZEHE EHO X|ZTHK| 2HE LHC,

Control Structure, Process Model, Context table, UCA table 2 X %tdt=

ot

=O|Ch Tt H27F =HE 82 error HAIX| 3.
Save As Project : User 7 ®iXf At&FQ Z2HMEZ [HE 0|ER2E /Hdt=
d20| MEg 4= Aok

Print help : O] A|ABRIS At

OFO
Fl'F
oz
IE
o
e
o
ol
rir
o
3
e
o
mi
Q
ol
rr

LHC Controller

3.3.2.1 Attributes

LHC : LHC

3.3.2.2 Functions

Choose LHC type : LHC 2| M| 7}X| type(Loss, Hazard, Safety Constraint)

_—

SOIM F7t/=Z/A MR SH= type 2 ©S M EASITE

Add LHC text : ME4SE Type(Loss, Hazard, Safety Constraint)0i 3l2st=
W8S 7|IEEZ 23 Y, ABX7L Add HHES FE2M table 0ff =74StCt,
Text Y3 210| add St= B2 error HA|X| 3.

Add LHC index : LHE 23 A| AtS2 2 type ¥ index & F7I3tCL.

il

Select LHC link : Loss @ Hazard, Hazard 2t Safety Constraint & O{E |

2

St0] indexing & X| M EHSHCE Sk B0 O 2] 719 link & & =5

N
£0
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OtCt Loss & Mot & 71X &=0M Link 2 275X &= BF error
HA|X] 23, (default: null)

Delete LHC : ME#El Loss/Hazard/Safety Constraint £ 44| BHCt.

Delete Index : Cell 2K Al 384G cell 2 index A{Al. Index &= {2 BILIY
2N WEEE =5 ot

Delete Link : Cell X[ Al link ZIO{ L& cell Ol A S link AHX.

Modify LHC text : dE &l S 22| Text & Y SHCL.

Save LHC : 2% Z0|E LHC table o L2 XA stiC},

Control structure editor

3.3.3.1 Attributes

Board: Pane

Components: Array<Node>

3.3.3.2 Functions

Select Component: User 7t F7tgt ZAEHEE MERSICE

Select Text: User 7} HIAEE FII5HCL

of
N
H
[N
m
i
(o
o
9
o
2
M
N
of
o

Add Component: User 7t M EiSH

Add Text: IAEE board Off F=7}3tCt,

Drag Component: User 7} sii'e ZZHEE E2f71 $HCt

Move Component: User 7t E2f| 1ot AEZHEE 0|5 3tCt.

Modify Component : User 7} AEZHEE £7J3ICL controller 2| 8%
name =, control action 2 feedback 2| 4% text/source/destination =

=™t 4= QIC} O| I, control action 2| O|£0| 3}LI2tE KKK LS EL

d0EE =20
Delete Component : User 7 MBSt A HE S AFX|SICE
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ApH|ohCt.

=~

i

- Delete Text : User 7t MEiSI HIAE
- Save CSE : ®Xf control structure & X &$tCt O] ff, control structure Of| A

HEZHLZ loop (B S TZ)7F UASOXX| He B2 BLES E2L,.

- Parse XML: Xl control structure 2 xml| It Z THASICE

3.34 Process model maker
3.34.1 Attributes
- File : NuSRS File
- XML Reader : xml reader
- Observable List : value list

3.3.4.2 Functions

>
o
o
Yy
o
m
ri
E_l
ne
o
0
<
<
=2
N
]
o
1
30
=
o
n

mjo
I
i)
ro
n

- Apply File : ME4 =l Controller 2 CA Off 7|gt8t0] mH =l mp
E1. M=l Controller 2| O|F / Controller Lt CA Of LSt HE7F EXHSHA|

HorRE MY 2t Ed 0 ¥

—

mjo

e, s SKIett

0= file O error 7t EXsts 42, 1 T2 =21 HYS

A

rot

tEE

- Make Process Model : MEHE|l Controller 2F CA O 7|Et510 PM & A A SHC}

mjn
>~
Ju
o
o

- Select Controller : 18t= Controller
- Select Process Model : /8= PM & ME4SICY
- Add Value:

i.  PMO| EXig i, Y= E variable & F7}sICE

oz
?._

i. PMO| EXStX| 42 W, YHE variable 7|t 2 PM & W/ dTiCt
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- Delete Value :
i PM O] EXH Iff, ME4El variable & AfH|THCH
i.  PM O] ZXSHX| B2 M, HSSHA| g=C.
- Save PMM : X PMM EEE MISHCL,
3.3.5 Context table maker
3.3.5.1 Attributes
- CIM:ct
- File : MCS File
3.3.5.2 Functions
- Add File : M4 El IAS CTM O] 7} 2 == UAA ohch. T, =B80| SEX| Gi=
nes ot ot g 42 dugs 20

- Parsefile: ZB0|| Xt= TUS MEASIY RS FESS context & T oL
oy 3= 7|2 0[0] ZoiM UAOOF Sthf. NuFTA & 83 ==& MCS
otU0| EXfSt= MEJOINM Tl o= QUL T, TiAsi2 DY E Context Of
siEste ZHo| CF M{UAX|X| 2 &4

Zage mer,

- Make Table : context table Off I}d o2 ntdo| LH == AH-2LCt.
- Modify Table: context 2| L{&S $=E$HC.
- Select Hazardous : Z+Zto| context O CH3t hazardous OlFE MEHSICE |

Meoix| g2 32 o

r

THAQl UCA table & ddst= BHAZ 902 =

giCt CF hazardous

< Q2
4r
i
|'>—
iz
ok
>
&2
rlo
ox
o
ox
kl
02t
mjo
18
Ho
n

- Save CTM: & X CT

3.3.6  UCA table maker

3.3.6.1 Attributes
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- Context : context

- UCA : uca

3.3.6.2 Functions

ver.3

- Set UCA Table : Context table O|A| Hazardous &=2| Zt0| 'O ¢l

_—

Context & UCA table & XI5 MLt

- Add UCA: FI7IHo 2 LQSICtT MZte|&=

Cc

- Modify UCA : &S| 42 UCA & User 7t =73

- delete UCA : 2R 8l= UCS E User 7t X|-2LCF

_n_

- Save UCA : UCA Table € xml HENZ XN ZfstCY,

3.3.7 Xml Reader
3.3.7.1 Attributes
- File : NuSRS File
- XPath : xPath
- Document : document
3.3.7.2 Functions
- Parse File : £78 name 2 7}%! NuSRS File = I}

- Show Valid FODs : ®1Xf =EO0|M REot 2= F

CA £ User F7t2tLt

st

—

- Get Node : &3t= SDT/TTS/FSM = EE FE3tC}

- Get Node List : §¥dt= SDT/TTS/FSM T E2°| AHIt Input variables

F3ICH

—

- Get Transition Nodes : ¥3t= L EQF HZEtEl

3.3.8 Control Action

3.3.8.1 Attributes

-29-
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- text: String
- source : Controller
- destination : Controller
3.3.8.2 Functions
- Get CA : control action 2| HE (attributes)E 7t X 2LC}.

- SetCA: Y™ &2 HMHEE control action Off XZ&SHCt.

339 Controller
3.3.9.1 Attributes
- name : String
- Process Model : Array<String>
- CA : Array<Control Action>
3.3.9.2 Functions
- Get Controller ; controller 2| " E (attributes)& 7t -2L}.

- Set Controller : &3 82 MHE controller O X & oLt

rot

- Add CA : controller 0] control action & F7}stCt,

Delete CA : controller 0 = control action & AFX| ST,

3310 LHC
3.3.10.1 Attributes
- Type : Loss, Hazard, Safety Constraint
- Text: Zt type Of SiEstE LHE
- Index : Type[index]
- Link to : Loss 2 42 O™ Hazard 2, Hazard 2| 4% O Safety

Constraint 2t matching & Z 21X[0f| CHSF link
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3.3.10.2 Functions
- Get LHC : LHC 2| type It text, index & 7tX-2L},

- Set LHC: &3 &2 type 0 M2 text 2 index & LHC Off XMZotCt.

3.3.11  Context
3.3.11.1 Attributes
- Control Action : Control Action Name
- case : Case Number
- no: Context Number
- Hazardous : Zf Context 2| 2|8 {8
- Context : Control Acton Off Clist A ™
3.3.11.2 Functions
- Get Control Action : control Action & 7IM2& &%
- Get Case : case & 7N & o=
- GetNo:no € 7tHR& g
- Get Hazardous : hazardous & 7t & &=
- Get Context : context & 7I1M2+= &=

- Set Hazardous : hazardous & M™Hdl= g4

+

- Set Context : context & MXst= &

3.4 Performance Requirements

- AR YE(HE 28, B, HAE YH)0f Ui HE Sk 12 O|LHE SHL.

I

- TN 282 otLiel Z2ME Qe 2 MY EIC

- SAlof oz ZEHEOf T RS £UY £ Qich
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3.5 Logical Database Requirements

3.6 Design Constraints

3.7 Software System Attributes

- Maintainability : T2 L{EOAM SE0| &

Zalx| YEE, 9K 244

1S
=, T o=

BRI YR SX| Y52 HoHOHC

—

3.8 Additional Comments

—

-32-
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4. Supporting Information

4.2 Table of contents and index

4.3 Appendixes
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